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. Agenda

e Oracle Disclaimer:

* This presentation represents a summary of non-Oracle
speaker materials from seminars sponsored by the US
Federal Health Architecture and ONC. Oracle is simply an
interested vendor participating in the process.

* Governance and Trust — what is the NHIN?

* A “thin” federal architecture

A selection of active participants

» Potential uses of NHIN technologies in other venues
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Governance and Trust

Participants support a gateway that conforms to NHIN requirements and
enables its connected users/systems/networks/communities to exchange
information among other NHIN participants.

Health Community Federal Entity

Regional Health

Participants are Eitiaman

registered in a
“directory” so
other members
of the NHIN
know the types
of messages
supported and
where to direct
requests

Pharmacy Network
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:'"%CG'EEEEI;O‘? S  NHIN Trust Fabric

Architected to support trust technically

Validated and tested as a condition of membership

Controlled access among trusted participants

Accountability through interim governance
mechanisms
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The DURSA reaffirms each Participant’s obligation to
comply with “Applicable Law.” As defined in the DURSA,
“Applicable Law” is the law of the jurisdiction in

which the Participant operates. Harmonization
with EXisting
— For non-Federal Participants, this means the law in the LaW
state(s) in which the Participant operates and any applicable
Federal law.

— For Federal Participants, this means applicable Federal law.

+ Each Participant can apply its own local access policies before requesting
data from other Participants or releasing data to other Participants.

Participants | - | . |
) * Responding Participants are responsible meeting all legal requirements
Reta'” LOC@.I before disclosing the data as required by their applicable law, including
CO ntrol obtaining an individual's consent or authorization for treatment purposes.

+ HIPAA Privacy and Security Rules are minimum requirements.

* When a request is based on a purpose for which authorization is required
under HIPAA (e.g. for SSA benefits determination), the requesting

I Participant must send a copy of the authorization with the request for data.



The NHIN has been designed from its inception to provide
secure information exchanges through:

— Encryption (to prevent interception)

— Digital signature (to prevent repudiation and protect message integrity)

— Authentication (to prevent impersonation)

— Authorization — requestors of medical
information must provide authentication
and a purpose for use

Business Goals:

Privacy
— Consumer control — patients have the
Security ability to articulate their preferences for

the sharing of identifiable medical data
Trust

— Auditing — all requests for medical
information are logged, auditable and
ultimately accessible to the patients affected
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Most important architectural decision made by the NHIN:

Provide a unified platform for information exchange
-Single transport (Web Services over HTTP)
*Single security model (Public Key Infrastructure)

-'QEDNNECTSOQ N A Minimal Architecture

SEMINAR

Business Goal:

I
Select the

“thinnest” PKI Certificate authority Patient records
technol ogy Organizational registry Patient indexes
required Network identifier distribution Patient matching
for the job Legal framework (DURSA) Audit logs
at the
Consent directives
Federal level

Provider information

Disclosure decisions




. Patient Data Access Consent

The NHIN Consumer Preferences Profile describes the format of an
Access Consent Policy that can be shared among HIEs, and describes

how the Health Information Event Messaging specification can be used to
exchange these Policies.

» An Access Consent Policy is a structured
representation of who may access

what information for what purpose at
what times.

« The representation utilizes the eXtended
Access Control Markup Language
(XACML) to describe a policy, with a
combination of attributes defined by
XACML and defined by the Consumer
Preferences Profile.
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. NHIN Business Summary

Nationwide Health Information Network (NHIN) and CONNECT Architecture

Mission

To achieve better quality, value, and affordability of health and wellness services
by establishing the Nationwide Health Information Network as the common,
secure, nationwide, interoperable network for exchanging health information, and
provide this infrastructure with low adoption barriers.

Provides

« Ability to look up, retrieve and securely exchange health information

« Ability to apply consumer preferences for sharing information

« Ability to apply and use the NHIN for other business capabilities as authorized
by the health care consumer

« Interoperability Architecture

In short provides a single architecture/method for health care data exchange
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Improving Disaster Medical Care

Robert Bencic, DDS, MBA r

CAPT USPHS
Director, QA

National Disaster Medical System

« Access to medical data from other
deployment locations

» Enable the acquisition of patient

information from other federal departments
(VA, CMS)

« Lay groundwork for future information
sharing with non-federal government

Federa| PerSDECtiVGS entities (hospitals, pharmacies, urgent care
centers, and state programs)
June 2009

» Enhance the usability of NDMS Disaster
Medical Information System (DMIS)
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Clinical Trial Communications



Public Insurance and Quality Care



Military and Community Care



What Healthcare Data is Exchanged?



Finding Data across the NHIN



Standards: from transport to content



Web Service Oriented Architecture



NHIN Gateway & Enterprise Adapters
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Communication Out to the NHIN



NHIN Technology outside the NHIN

» Conceptually separate NHIN from NHIN technology
* NHIN is a governance structure supported by NHIN technology

* NHIN technology is an open source reference architecture and
tooling usable by all public and private persons and organizations



